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In building a knowledge resource about Digital Rights 
Management (DRM) implementation in Malaysia 
electronic publication (ePublication) industry, a number 
of surveys were conducted to gain information about 
stakeholders’ experiences, expectation and suggestions. 
Lack of awareness on intellectual property rights (IPR) 
issue and how to implement the technology into 
ePublication business in Malaysia indicate that there is 
a need for a proper guideline that covers the 
technological and legal considerations to assist anyone 
associated with ePublication in adopting the 
technology. In developing the guideline, security 
technologies, underlying legal implications, related 
privacy problem, copyright law and main obstacles to 








Electronic publishing (ePublishing) is the process of 
publishing information to be viewed electronically or 
online and delivered in the form of electronic books 
(eBooks), email newsletters, Websites, CD-Rom, 
wireless publishing and most recently electronic ink 
(Thomas, 2004). With the growth of telecommunication 
technologies and Internet in recent times, assisted by the 
development of new technologies, such as high 
bandwidth connections and peer-to-peer networks, 
digital distribution services in which clients distribute 
files between themselves not by using a central server 
(Burkhalter, 2001) have vastly improved the way we 
produce, procure, store, redistribute and consume digital 
content. At the same time, these have created several 
problems like unauthorized copying, modification and 
redistribution by a third party. Downloading encoded 
files has gained acceptance among Internet-savvy users 
because it provides immediate access to digital content 
and does not rely on physical media. The ease of 
processing, obtaining and transmitting information has 
made easier both trading in data as well as collecting 
information from different sources and resulting in 
information about individuals is often collected and sold 
without their knowledge (Banks et al., 2001). 
Everyone associated with ePublishing will be concerned 
with how eBooks are protected from unauthorized 
copying. Realizing the potential of the Internet as a 
dynamic medium for delivery of intellectual property 
(IP), before digital content owners will offer their 
copyright works for sale or promotion, a secure system 
that protects digital content is needed. “Digital Rights 
Management” is a collective term for tools and 
processes whose purpose is to enable owners of 
copyright works to control their use. DRM technologies 
impose constraints on the use of digital objects or IP 
that correspond to the terms of the agreement between 
publisher and consumer during digital content 
commerce (Clarke, 2001). DRM promises a secure 
framework for digital content distribution and enables 
an electronic marketplace where previously 
unimaginable business models can be implemented. At 
the same time, it ensures content providers, particularly, 
copyright owners receive adequate remuneration for the 
creation of the content that is distributed over the DRM 
system. It manages the commerce, IP ownership and 
confidentiality rights of digital content creators and 
owners, as content travels through the value chain from 
creator to distributor then to the consumer and from 
consumer to other consumers. 
Protection of IP is as critical as protection of any 
physical asset that society, individual authors and 
publishers value and hold. The information industry and 
society are realizing the potential of the Internet as a 
dynamic medium for delivery of IP, coming to 
appreciate the difficulties in how those assets are to be 
managed and the complexities in providing easy access 
in the electronic environment while protecting IPR 
(Slowinski, 2003).  
2.0 LITERATURE REVIEW 
The success of today’s information industry has brought 
new opportunities for digital content products such as 
eBooks, email newsletter and Web-publishing, and 
provided new distribution channels for digital content 
with lower costs and fewer barriers. Distributing digital 
information presents numerous legal concerns especially 
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over the Internet. It enables more new business 
opportunities but is vulnerable to the unauthorized use 
of copyright content. In the digital era, the problem of 
copyright piracy is more significant than ever.  
There are many reasons for wanting to manage the 
rights associated with IP. Authors and artists wish to 
control what can be done with their creations, scholars 
wish to ensure that they receive proper attribution, 
commercial enterprises wish to support business models 
that involve licenses and fees, and consumers want an 
environment free of legal worries and unexpected costs. 
Although rights themselves are not technological in 
nature, they are defined by laws, beliefs and practices 
(Downes et al., 2003). Technology can be used to 
transmit, verify, interpret and enforce rights as they 
apply to digital content and services.  
Currently, as tools  such as local and national digital 
repositories come online and are widely developed, 
more and more of these valuable resources are going to 
be stored and shared digitally. These resources are 
already subject to IPR law, but storing and sharing them 
in this new and very public manner makes it important 
to ensure that these resources comply with IPR law and 
can be protected by it. For those that want to share their 
content with others it is also important that they 
understand the legal environment that they are operating 
in. 
Research undertaken indicates that digital content 
provider often spend a great deal of time managing tasks 
like obtaining legal advice, adding features to protect 
copyright, managing online user payment, income 
stream to rights holders, monitoring and tracking users, 
payers and the use of existing and new materials. Thus, 
DRM has emerged to manage the commerce. Trust and 
control are core issues related to DRM. A DRM system 
deals with encrypting content and information and is 
integrated into an organization at an infrastructure level 
(Duhl & Kevorkian, 2001). A company that implements 
DRM uses a trusted vendor’s technology to manage 
encrypted data, keys and information about users. 
Companies, therefore, need to trust that a DRM vendor 
and system will not only support their business rules, 
policies and interests but also do so in such a way that 
remains under their control. Adopting an effective DRM 
system that manages rights clearances and payments can 
make extra time available for developing new products 
and delivering them in new and different ways (DCITA, 
2003). 
A preliminary survey was conducted to gain feedback 
from current electronic publishers in Malaysia regarding 
successful and failure cases of DRM implementation. 
The survey results  reveal that currently, none of the 
existing eBook publishers in Malaysia implemented 
DRM or any other piracy protection technologies to 
protect the digital content that they make available 
online. The survey also discover that existing eBook 
publishers in Malaysia could not commit to eBook sales 
because of the problem of unauthorized copying and 
redistribution of eBooks (Bong & Norshuhada, 2005).  
The dramatic uptake of the Internet as a medium for 
delivery of IP has caused many organization to consider 
IPR issue and adopt piracy protection technology in 
delivery of their IP. Although there are some guidelines 
currently available to provide guidance and overview of 
IP protection, many of these efforts are limited to 
geographic territory and not specifically or significantly 
applicable to eBook publication. These available 
guidelines provide introduction to Copyright Law 
enforcement specifically in the United States, United 
Kingdom, Australia and Canada. Some evidences of 
such efforts are guidelines developed by the Joint 
Information Systems Committee (JISC) Legal 
Information Services (Hayes, 2001), the Australia 
Government, Department of Communications, 
Information Technology and the Arts (DCITA) (2003), 
Visual Arts Data Service (Grout et al., 2005) and the 
Antitrust Guidelines for the Licensing of Intellectual 
Property Issued by the United States Department of 
Justice and the Federal Trade Commission (1995). 
These guidelines also provide information and practical 
guidance concerning issues involved in valuating the 
viability of creating and developing digital resources, 
offer practical and legal advice regarding IPR issue and 
digitization initiatives particularly involving images, 
broadcasts, films and musical works.  
2.1 Introduction to DRM 
“Digital Rights Management” is the term for new 
business trust assurance processes designed to unleash 
the tremendous capabilities of the Internet. DRM is 
fairly new, but the business challenges it addresses are 
many centuries old. If the Internet is considered as the 
latest invention that has disrupted established markets, 
then DRM is the latest solution for reestablishing 
equilibrium for opening up lucrative new sources of 
revenue for market participants. DRM becomes 
essential anytime digital information is deemed 
important or sensitive enough to be protected by laws, 
rules or policies (Coffee, 2003). 
DRM historically has been viewed as the methodology 
for the protection of digital media copyrights. So far, 
there is no unique or standard definition for DRM. In 
fact, depending on the outlook of the individual or 
group defining the term, it can have a number of 
connotations. Slowinski (2003), CEO of Worthington 
International defines DRM as a set of actions, 
procedures, policies, product properties and tools that an 
entity uses to manage its rights in digital information 
according to requirements.  
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There are several well-known definitions of DRM. The 
Association of American Publishers (AAP) (2004) 
defines it in two different definitions, “the technologies, 
tools and processes that protect IP during digital content 
commerce” and “the technology, legal and/or social 
mechanisms used to protect the copyrights in digital 
content.” According to Einhorn (2001), “DRM entails 
the operation of a control system that can monitor, 
regulate and price each subsequent use of a computer 
file that contains media content, such as video, audio, 
photos or text.” Lyon (2001) defines DRM as “a system 
of information technology components and services that 
strive to distribute and control digital products.” 
Open eBook Forum (OeBF) (2000) describes DRM as 
“the definition, protection or enforcement of rights 
pertaining to content produced, delivered or accessed 
electronically.” Finefrock (2000) characterizes DRM as 
a process involving the safekeeping and copyright 
protection of eBooks while the American Library 
Association (ALA) (2004) defines that “DRM is a term 
used for technologies that control how digital content is 
used.” Finally, the European Commission, Directorate 
General Information Society, Information and 
Communications Unit (2002) defines DRM systems as 
“technologies that describe and identify digital content 
protected by IPR and enforce usage rules set by rights 
holders or prescribed by law for digital content. DRMs 
are thus an important complement to the legal 
framework.”  
In more formal terms, DRM has been described as a 
way of addressing the description, identification, 
trading, protection, monitoring and tracking of all forms 
of rights usages over tangible and intangible assets, 
including management of rights holders’ relationships. 
It identifies the rights and rights holders associated with 
particular works and keeps track of their use. For 
publishers, more complex DRM systems can record, 
track and monitor rights for a range of existing and 
newly created materials. The content will be protected 
by security features which are unlocked after 
agreements for use have been reached and payment 
made.  
Generally, DRM systems make use at least two security 
techniques which are cryptography and identification 
techniques to protect and detect the content from 
unauthorized access and to link DRM protected content 
to a seller (Jonker, 2004). Encryption is a protection 
method which scrambles the information embedded 
within a digital content so that it cannot be accessed 
without password. Some types of encryption need to be 
employed to ensure that the digital content can only be 
accessed by users with the correct access codes. 
Encryption allows a user to specify an access code or 
password which is used to make the content unreadable 
to anyone without the correct password. There are 
hundreds of encryption algorithms available today such 
as AES, MD5, Peter Gutmann algorithm and MARS, 
but a few stands out as industry leaders (NovaStor 
Corporation, 1998). 
An aspect of many DRM systems is that content can be 
identified if encountered in unprotected form. Content 
owners can use this to detect theft or to prove 
ownership, whilst users could use this to find content 
which they have sampled but which they have not yet 
acquired. DRM systems can employ a variety of 
techniques to identify content. The Digital Object 
Identifier (DOI) scheme provides a lookup service, 
given a cryptic identifier, a server looks up the current 
location of the content and redirects the user there 
(Paskin, 2000). DRM systems could use cameras and 
microphones to “take” a fingerprint. Fingerprinting 
identification works by matching a small sample of 
digital content to the original content by using a 
database of “fingerprints” of digital content. This makes 
it robust against attempts to thwart fingerprinting 
(Jonker, 2004). Digital watermarking embeds user-
specific information (usually about author, publisher 
and terms and conditions of use) into the digital content 
and thus could be able to distinguish users of the same 
original content (Fabien, 2003). Watermarks can be 
visible or invisible (Cushing, 2001) and can be used to 
personalize a particular instance of a work to a user to 
reduce the likelihood of that person passing it on or 
duplicating it.  
2.2 Introduction to eBook 
 
Growing interest in converting paper books to bytes has 
resulted in a collection of hybrid definitions of eBooks. 
Initially, paper books that had been converted to a 
digital format through digitization processes which 
allow them to be displayed on computers, were defined 
as eBooks. The term also began to encompass 
multimedia, hypertext or hypermedia systems that are 
based on a book metaphor (Norshuhada et al., 2003). 
Recently, the definition of an eBook has been extended 
to include book titles that are available online, that can 
be read as email, retrieved by a portable electronic 
reading device or downloadable file on to a computer 
(Carvajal 1999 and Allen 2000).  
The following are some of the definitions of eBooks 
defined diversely by researchers to fit their own 
expectations (Norshuhada et al., 2003): 
1. Any kind of digitized information ranging from a 
CD-ROM title to an online interactive database or a 
collection of Web pages. 
2. A collection of reactive pages of electronic 
information that exhibit many of the characteristic 
features and properties of a conventional book. 
3. Learning environments which have an application 
containing a multimedia database of instructional 
resources that store pre-captured multimedia 
presentations about topics in a book.  
In this article, the term “eBook” is defined as an 
electronic version of a traditional print book that are 
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available in electronic form, which can be downloaded 
from the Internet and read on a variety of hardware 
platforms with the aid of reading software.  
2.3 eBook Publication in Malaysia 
Malaysia is strong in its intent to attain the highest level 
of communication technology. In terms of production, 
since 1995 more than 1000 titles of compact disks have 
been published and deposited at the National Library 
(Asian/Pacific Book Development (ABD), 2001). Most 
newspapers and magazines currently have their online 
versions. Academic journals and books also have started 
to go into digital versions. 
Various government-backed ventures such as the 
Malaysian Institute of Microelectronic System 
(MIMOS), the Multimedia Development Corporations 
(MDC), the Smart School Projects and the Virtual 
Library Projects are providing wide opportunities for the 
development of ePublishing. The global trend of setting 
up virtual bookstores on the World Wide Web (WWW) 
has attracted a small number of Malaysian pioneers on 
to the Internet (Chan, 1999). They are drawn to the Web 
by a number of factors:  
1. The low costs of establishing a virtual bookstore. 
2. Potential of reaching a global rather than local 
clientele. 
3. Possibility of increasing revenue by selling direct to 
the customer (particularly in the case of publishers). 
4. Strong policy support from the Government. 
Policy support has been provided on two fronts (Chan, 
1999). The first is a good infrastructure to provide 
convenient and affordable access to the Internet for both 
consumers and the publication industry. A major 
investment is being made to build the Multimedia Super 
Corridor (MSC) which is a US$40 billion project 
launched on 27 June 1998. MSC acts as an impetus and 
proving ground for the new information and 
communication technologies (ICT). The MSC is a 
geographical area 15 kilometers wide and 50 kilometers 
long stretching out from Kuala Lumpur (Elizabeth & 
Francis, 2002). State-of-the-art computer networking 
technologies and facilities are provided within this zone 
to facilitate and support national and multinational 
companies in their operations. 
On the second front, is a set of innovative legislation 
comprising the Communications and Multimedia Act 
1998, which addresses the unique issues presented by 
the new ICT and the attendant potentials and risks of 
doing business via these technologies (Chan, 1999). For 
publishers, copyright safeguards have been enacted to 
protect IP created and disseminated using the new ICT. 
For consumers, regulations are in place to ensure safe 
commercial transactions over the Internet.  
Several local higher leaning institutions and universities 
in Malaysia as well as organizations in government and 
private sectors are actively involved in electronic 
publication. With the borderless world of the WWW, 
the ePublication business will very likely not be 
confined to the geographical borders of Malaysia. 
2.4  DRM Guidelines as Knowledge Management 
Tool 
The emergence of knowledge management as a 
discipline has highlighted the importance of capturing 
knowledge for decision support, learning, training and 
improving operational workflows and outcomes (Pavia, 
2000; Alavi & Leidner, 1999). This has precipitated the 
development of methodologies, tools, guidelines and 
frameworks to capture the different knowledge 
modalities, given their inherent existential and 
operational constraints and an attempt to automate the 
captured knowledge through knowledge management 
systems. The current knowledge management systems 
are largely designed to deal with a single knowledge 
modality, for instance some variation of explicit 
knowledge represented as either documents, guidelines, 
workflows, rules and so on or a type of tacit knowledge 
represented either as cases, scenarios or peer discussions 
(Jones et al., 2005 and Abidi et al., 2004)  
In managing IP, the need for leveraging all possible 
resources and knowledge on copyright law and DRM 
implementation is essential (DCITA, 2003 and Hayes, 
2001). Generally, there is a lack of knowledge among 
digital content practitioners in Malaysia in managing the 
IPR issues (Bong & Norshuhada, 2005). The current 
situation leads to a knowledge gap in digital content 
management, digital rights and copyright management. 
To decrease this knowledge gap, the DRM guidelines 
have been developed as a knowledge management tool 
that provides wide-range of knowledge and information 
in related areas to assist digital content practitioners and 
relate them to explicit knowledge resources such as 
practical guidelines in implementing piracy protection 
technology, copyright law literature, management of IP 
and risk management. 
 
3.0 FINDINGS 
A preliminary survey was conducted in four-month 
duration (from November 2003 to February 2004) to 
discover the level of awareness, knowledge and 
understanding regarding IPR issues among publishers 
who have been involved in ePublication and those who 
would potentially be involved in ePublication. The 
sampling frame for this survey consisted of two local 
eBook publishers, one government agency and 33 
higher education institutions in Malaysia. Out of these 
36 organizations, 12 responded to the survey, yielding a 
response rate of 33.3%. Out of the 12 surveys returned, 
one of them was incomplete and hence was dropped 
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from subsequent analyses, yielding 11 usable responses 
and a usable response rate of 30.6%. 
An analysis of the answers obtained from the survey 
questionnaires showed that none of them had experience 
with DRM or any other piracy protection technology 
implementation. Lack of knowledge on how the 
technology works and how to adopt the piracy 
protection technology are the most frequently quoted 
reasons for not adopting DRM into their business 
model. Table 1 shows the statistic of respondents’ 
reasons for not implementing DRM. 
Table 1: Respondents’ responses for not implementing DRM 
 N Sum 
Do not know how to implement 11 9 
Do not know how DRM works 11 10 
Generally, the target respondents were highly concerned 
about piracy and copyright associated with ePublication 
and reported that they are lacked of exposure to digital 
content protection. Feedback from one of the 
organizations whom encountered digital copyright issue 
stated even though there are statutory provisions which 
provides protection to IP, due to the lack of practice and 
lack of exposure on the importance of piracy protection, 
the implementation of DRM has not been put into effect 
in ePublication sector in Malaysia. Table 2 is the 
statistic of the frequency of responses on respondents’ 
level of knowledge of DRM technology. 
Table 2: Respondents’ level of knowledge of DRM technology 
 Frequency Percent 
Valid low 9 81.8 
 high 2 18.2 
 Total 11 100.0 
All organizations agreed that copyright issue in 
Malaysia’s digital commerce is a new subject. There is a 
need to increase the awareness of public by providing 
education, seminars, conferences and public talks. The 
analysis of the responses obtained revealed that all 
organizations are confident that DRM implementation 
in ePublication sector in Malaysia would be successful 
if there is a complete guideline to assist them throughout 
the process of adopting the technology into their 
business. In addition, all organizations were concerned 
about the rules and regulations during DRM  
implementation. They agreed that the technology will be 
successfully put into implementation if all conditions 
are accepted by all parties associated with ePublication 
including digital content consumers. 
To solve the identified problem, there is a need to 
develop a set of clear guidelines which will act as an 
awareness-raising device about IPR issue and basic 
guidance on DRM implementation to assist eBook 
publishers throughout the process of adopting the 
technology and consequently reduces the risk of 
copyright infringement. A number of surveys were 
conducted to gain information about experiences, 
expectation and suggestions regarding the eBook DRM 
implementation from local and worldwide respondents 
in ePublication industry, DRM service providers and 
law enforcement agencies. The findings show that 
20.6% of the targeted respondents from eBook 
publishers worldwide implemented DRM and declared 
that it is successful (Bong & Norshuhada, 2004). Only a 
few of the eBook publishers were aware of moral rights 
and insisted on owning the rights to minimize copyright 
problems. In addition, there are only a small number of 
respondents who were very concerned about piracy or 
copyright infringement.  
In developing the guideline and providing a better 
understanding of what is currently happening to digital 
content management on a legal and technological basis; 
security technologies, underlying legal implications, 
related privacy problem, copyright law and main 
obstacles to DRM deployment were reviewed. The 
DRM guidelines are developed and presented in two 
forms: Web-based and in the form of user handbook. 
The principles established in the development of the 
guidelines are based on the literature reviews 
commissioned by DCITA (2003), JISC Legal 
Information Services (Hayes, 2001) and several other 
literatures conducted by experts in numerous areas 
relevant to the Malaysian Copyright Act 1987 and DRM 
technology with special attention to IP protection. 
Guidelines development also included input from a 
broad range of professional and consumer organizations 
and individuals involved in eBook publication. 
The guidelines have undergone peer review with 
intended users for evaluation and validation. A 
validation checklist consists of 23 items organized in 
three sections concerning different dimension of the 
DRM guidelines’ quality have been developed and 
distributed to 12 local electronic publishers and 
ePublication practitioners who had participated in the 
early stages of the study. The results show 66.07% of 
standardized score for the first section which related to 
the quality of the DRM guidelines development 
concerned with the responsibility for the development of 
the guidelines, authors of the guidelines, identification 
and interpretation of contents, external validation, pilot 
studies and transparency of the guidelines development.  
Generally, all respondents show high ranking for items 
contained in both section two and section three of the 
guidelines validation checklist. The second section 
focuses on the objectives of the guidelines, clarity and 
content presentation which deals with the language and 
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format of the guidelines recognized with an overall 
accuracy standardized score of 90.47%. Additionally, 
the third section concerning the applicability of the 
guidelines documented 89.88% of standardized score. 
The Web version of the DRM guidelines can be 
accessed from http://www.e-infoc.uum. 
edu.my/DRMGui/DRMGuidelines.htm. 
4.0 CONCLUSIONS AND 
RECOMMENDATIONS 
 
Locally, there is a general consensus that digital content 
providers need to understand more about IPR issue. 
Findings reveal that DRM implementation in 
ePublication industry in Malaysia will be successful if 
there is a set of complete guidelines to assist them 
throughout the process of adopting the technology. In 
addition, all organizations were concerned about the 
laws, rules and regulations during DRM 
implementation. Consequently, a set of comprehensive 
guidelines consisting of DRM implementation process 
and a list of tools and templates were developed. 
Adopting DRM system into digital commerce may be a 
complicated process. However, with the comprehensive 
guidelines, digital content provider would be able to 
find a systematic way to adopt the piracy protection 
technology in managing their IP and enjoy the benefits 
of the DRM technology.  
 
Trust-computing is still a new concept in the Malaysian 
environment. There are many questions and doubts 
about its feasibility to be implemented in the 
ePublication sector. After all, it has been proven that 
DRM implementation could be very complicated to be 
adopted correctly and there are relatively few examples 
of successful implementation of the DRM technology 
and trusted computing platforms. The very concept of 
protecting digital content from the user and legitimate 
owner raises a number of privacy concerns. Thus, 
considerable skepticism associated with digital content 
protection efforts and implementation of DRM 
technologies or trust-computing should be generated 
and proposed for future research. 
 
To develop any satisfactory DRM approaches, several 
interests must be balanced. Apparently, studies focus on 
technological and user-related issues, implementation of 
the technologies and their impact on the legal 
framework should be carried out in order to meet the 
needs and requirements of digital content provider and 
the consumers. Nevertheless, the guarantees offered by 
the DRM technologies are essential for developing a 
truly secure environment for online transaction and 
commercialization of digital contents. In particular, a 
high level degree of confidence is required to ensure 
that the transaction is running in a secure environment 
and free from the possibility of tampering or 
infringement. Extending the study to a strong security 
guarantee of trust-computing and DRM capabilities 
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